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Sudbury & Area Victim Services

190 Brady Street

Sudbury, Ontario

P3E1C7

Phone: 705-522-6970      Fax: 705-522-0169

Email: info@savs.ca


 You are a victim of a scam, Now what?

To Do:

· Stop all communication with the scammer. 

· Change any passwords for accounts that may have been affected if you are still able to access them. 

· If someone has been provided with your bank information, contact your bank to cancel that card so it cannot be used. Ensure that the scammer does not have access to your bank account prior to getting a new card.

· If money has already been taken from your bank account, ensure that you report the transaction to the bank. Some institutions will reimburse you for the lost funds. You can call your bank to do this, or with some banks, do it yourself online.

· If the scam occurred in person, save all the evidence. Avoid touching pages the scammer has touched as these can be used to identify them, instead, store them in a Ziplock bag or plastic sleeve.

· Keep a log of your actions during the scam, including when you started noticing it, websites you were made to visit, and any evidence that the scam occurred.

· Other: ____________________________________________________________________________

Resources

· Report the scam to the police and the Canadian Anti-fraud Centre at https://www.antifraudcentre-centreantifraude.ca/index-eng.htm
· Government of Canada Scam Victim Resources: https://www.canada.ca/en/revenue-agency/campaigns/fraud-scams.html 

· Greater Sudbury Police Non-Emergency Line: 705-675-9171 Or if it’s urgent, call 911.
How to avoid scams
To Do

· Avoid being too trusting of people online. Don’t give them your financial information or any personal information. Scammers may pretend to be your family, friends, government bodies such as the Canada Revenue Agency, or other agencies you may get services from.

· If you get a call from a company stating that they are your bank, remain calm and listen to their reason for calling. Ask them their name and once they answer, end the call. Call the number you have for your bank and ask them if this call was legitimate, and if so, they can help you to resume that call where you left off.

· Avoid clicking suspicious links, or links to websites you don’t recognize. Even if this link seems like it comes from a reliable source, such as an email with a friend’s name in it, your bank, or even companies like Amazon. These links may be unsafe and can give people access to your devices and everything on them.

· When getting services from a company that you don’t know about or have never accessed before, avoid providing upfront costs, especially if you can’t find things like good reviews for the company, or any proof that they have provided services before.

· When visiting new websites, ensure that they are secure by looking for the closed padlock symbol at the top left of the browser screen, in the bar next to the URL. Also ensure that the link looks legitimate, by observing signs like “https:” rather than “http:” at the beginning of the link. Links with https: are the more secure version of http: links.
· Avoid sending sensitive information over email or text message. (Personal information, Financial information etc.)
· Do not fill out questionnaires on social media or online websites that ask for information that you use as “secret question” answers. “Secret questions” are questions that you might have to answer when setting up an online account with the CRA for example, or another trusted website to ensure security. Often one of the questions you would see is “what is your mom’s maiden name?” for example. 
· Other: ____________________________________________________________________________

Know the Signs

· Scammers will often try to create a sense of urgency within the call. Saying that what they want needs to happen right now, and that there is no time to ensure that you are on the phone with a trusted person.

· They will also attempt to create fear. Often this comes in the form of threats, and will go alongside creating urgency, for example, if you don’t provide the scammer with your banking information, the police will come to your house, and you will be arrested. This is not something that will truly happen, and if you think you are in danger, you should call the police.

· Many scammers looking to get payment from you will use untraceable payment methods. This will often be done through a third-party payment website such as PayPal, or another site which is unknown to you, or through the purchase of gift cards. 

Identity theft

To Do:

· Gather information about the identity theft, such as any documents, receipts and copies of emails or text messages.

· Place flags on all your accounts, especially government ones, and change their passwords.
· Contact credit bureaus (https://www.consumer.equifax.ca/personal/ and https://www.transunion.ca/) to inform them that your identity has been taken.
· Report the incident to police. If you find any suspicious activity in the future, you can call the police non-emergency line to keep them up to date.
· If you believe that someone had your mail redirected, contact Canada Post. 

· If your identity documents (i.e., health card, drivers license, birth certificate) have been lost, stolen, or you suspect someone is using them, contact the province or territory that issued the documents.

· If your immigration documents have been lost, stolen, or you suspect someone is using them, contact Citizenship and Immigration Canada (https://ircc.canada.ca/)
· If you have lost your passport or had it stolen, report the incident to Passport Canada and your local police (https://www.canada.ca/en/immigration-refugees-citizenship/services/canadian-passports.html)

How to Protect your Social Insurance Number
To Do:

· Do not carry your SIN card in your wallet or purse, instead, store it in a safe place at home, like in a safe, or hidden away with other important documents.

· Never use your SIN as a form of Identification or provide it to anyone. Only provide it when legally required (i.e. trusted government documents).
· Only provide your SIN over the phone if you placed the call and you know that it is legally required.

· Do not reply to emails that ask for your personal information, such as your SIN.

· Shred paper records that contain your SIN, and avoid recycling them.

· Update the SIN program with any changes to your name or citizenship status or to notify them if your SIN record is wrong or incomplete.

· If you suspect someone is using your SIN, act as soon as possible. For example, if the CRA contacts you for reassessment for undeclared earnings, this could mean someone else is using your SIN to receive taxable income.
Resources

· Greater Sudbury Police Non-emergency line: 705-675-9171

· Ontario's Victim Support Line: If you are a victim of crime and would like to speak to an information and referral counsellor 1-888-579-2888 (English, French, and other languages through an interpreter) https://www.ontario.ca/page/victim-services-ontario
· HSN Crisis Line: 705-675-4760

· Sudbury and Area Victim Services: 705-522-6970
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